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OnuncaHvne aBTOMaTU3MPYeMbIX QYHKLMI

1. AcxoaHble AaHHble

LleHTpanbHbIvi MynbT — 3To nnatdopmMa Ans BU3yannsaunum 1 MOHUTOPUHra paboTbl CETH,
060pyA0BaHUS, MPUSTIOXKEHUI U CITYXKO.

1.1. MaTepumanbl, ucnosibsyemMbie npu paspaborke GpyHKLNOHANBHOM
yactu AC

Mpu paspaboTke HYHKLUMOHANbHOM YacTu NpoeKTa 6blsiv UCNOSIb30BaHbI cneaytoLume
MaTtepuarnbi:

*+ KoHuenuus AC "LleHTpanbHbin MynbT",

* TEXHUYeCKOoe 3agaHune no paspaboTke nNunoTHoro npoekta AC "LleHTpanbHbin MNynbT,

* GM3HeC-TpeboBaHMA OT NOTEHLMaNbHbIX NOSIb30BaTENEN,

* [laHHble, MOJly4YeHHble B pe3ynbTaTe onpoca nL, OTBETCTBEHHbIX 3a pa3paboTKy CUCTEMDI,

* cxema QYHKUMOHANbHOW CTPYKTYpbI.

1.2. Ocob6eHHOCTU 06 bEKTA ynpaBneHus

Mpu paspaboTke AC "LieHTpanbHbIn MNynbT" yuntbiBancs pag 0CoO6eHHOCTEN, KOTOpble NOBAUANM
Ha NPOeKTHble peweHuns. K 3TuM 0CO6eHHOCTSIM OTHOCUTCS YBENTMYEHME YNCIa MAapTHEPOB U3
pasnnyHbIx chep AeATeNbHOCTU, YTO BIEYET 3a CO60I perynsipHoe yCOBepLLUEHCTBOBaHME
(dyHKUMOHanNa, MHTerpauuto ¢ oKanbHbIMKU 1 BcroMoraTtenbHbiMu AC napTHEPOB, BBEAEHNE B
3KCnyaTauuio HOBbIX CNOCO6G0B coopa AaHHbIX.

B cBsi3n ¢ aTUM 3aknagbiBaemblie B AC "LleHTpanbHbIn MynbT" NPOeKTHble pelleHns A0XKHbI
o6nagatb A4OCTAaTOYHOW CTEMEHbIO TMOKOCTM M MacCLLUTabUpPyeMOCTH.

1.3. CuctemMbl ynpaB/ieHUs, B3aMMOCBsi3aHHble ¢ pa3pabaTtbiBaemon AC

Cucrtema cocTtouT U3 cnegyrowmnx Iorm4ecknx noacuUCTeEM:

« Server — LIeHTpaNn30BaHHbIV CepBep, Ha KOTOPOM XPaHUTCA U aHaNU3npyeTcs
nHbopmMaums, NoslydeHHasi OT areHTOB, @ 3aTeM OTAAETCS KNEHTY. Takxe 3aecb
COAEPXUTCA MHDOPMaLMA 06 YUETHbIX 3anUcAX NoJib3oBaTeneil.

+ CYBA (MongoDB, OpenTSDB) — cCOBOKYMHOCTb NPOrpaMMHbIX CPeACTB, NpeAHa3HaYeHHbIX
ANA co3[aHus, UCNOb30BaHNSA U yripaBieHUs 6a3amMm AaHHbIX.

+ Agent — MHOXXECTBO areHTOB CUCTEMbI, YCTAHOBJIEHHbIX Ha y31ax UHPPaCTPyKTypbl 1
co6MparoLLMX MHPOPMALMIO MO HUM. [onyYyeHHble faHHble NePUOAMYECKN OTMNPaBNSOTCS
B K3LLM 3aTEM aHaNM3npyTCA CEPBEPOM.

* KNUeHT — TOHKNN Web-KNMEeHT CUCTEMbI U KNIMEHTbI A1 MOOU/bHbIX ONepaLnoHHbIX
cuctem Android n iOS.
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OnuncaHvne aBTOMaTU3MPYeMbIX QYHKLMI

1.4. Onucanune nHpopmMaLMOHHON MOAeNN 06 beKTa

NHdopmaumoHHoe obecneyeHne AC "LieHTpanbHbin MNynbT" BKAKOYAET B ce65 BHYyTPUMALLMHHOE
1 BHEMALUMHHOE MHPOPMALMOHHOE 0becreyeHme.

B coctaB BHeMalUNHHOIo VIHd)OpMaLI,VIOHHOFO obecrneyeHnss BXOgUT cuctemMa AOOKYyMeHTauunun.
B cocTaB BHYTPpUMaALLUHHOIO MHd)OpMaLI,IAOHHOFO obecrneyeHuns BXOOAT:

* LUeHTpanbHOE XpaHunuuie gaHHbIX,

* LleHTp 06paboTKM 3aNpoCcoB KJIMEHTA,

Habop NodeJS-npunoxeHun,
* CEeTEeBOE XypHanupyemoe xpaHunuuie gaHHbix Redis,
* cuctema ynpaeneHus 6azamu gaHHbix MongoDB,

* 6a3a AaHHbIX BpeMeHHbIx pagoB OpenTSDB.

2. Llenu AC n aBTOMaTU3UpyeMbie PYHKL UK

Llenu cospaHuna nnathopmbl:

* YNPOCTUTb CO60p M aHanu3 nHbopmaumy;

* YCKOpUTb npoLecc 06paboTKM AaHHbIX U cieNiaTb ero aBTOMaTU3NpPOBaHHbIM;
* BW3yanM3npoBaThb Mosy4YeHHble U 06paboTaHHble AaHHbIE;

* 0becneuynTb 6ecrnpepbiBHOE XpaHeHMe nHdopMauuy;

* aBTOMaTUYECKM YyBEeAOMNATb MNONb30BaTeNel O COCTOAHNUAX O6GBEKTOB YA0OHbBIM 1S HUX
Crnocobowm;

* aBTOMaTUYeCKU UCMpaBnATb aBapuiHble CUTyaLuu;
* yNpaBAsATb 06beKTaMn MOHUTOPUHTa.
MnaTtdopma "LleHTpanbHbin MNynbT" o6ecneymBaeT peannsauuto cneayrowmx GyHKLN:
* NpeAcTaBfieHne NpakTU4eckmn Nboro 06bEKTa OKPYXKatoLLEro MMpa B KayecTBe 06bekTa
MOHUTOPWHIa;
* CMEHa COCTOSAHUS 06 beKTa B COOTBETCTBUM C 3af,aHHbIMU YCITOBUSAMM;
* aBTOMaTM4eCcKoe BbIMOMIHEHME NPefonpeaenéHHbIX 4ENCTBUN;
* XpaHeHWe opurMHabHbIX 3HaYeHU NokasaTesien 3a MPOMEXYTKN BPEMEHU;
+ obecreyeHune aHanm3a B TabMyHOM M rpaduyeckon popmax;
* NpeacTaB/ieHNe 06BHEKTOB, COrMacHO UX reorpauyeckomMy MecTopacrnonoXeHMIOo;

* MCMNOJIb30BaHWE N’MOKOro MexaH1M3ama OnoBELLEHNN;
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OnuncaHvne aBTOMaTU3MPYeMbIX QYHKLMI

* rpyNNUpPoBKa 06bEKTOR MO 3afaHHbIM 06LUM KPUTEPUSIM;
* NpeobpasoBaHNe AaHHbIX B KOMMAKTHbIA BUA U UX 3KCMOPT;
* NPUKpensieHne JOKYMEHTaL MM N 0TOOpaXKeHne CBONCTB 06BHEKTOB;

* ynpaBneHne afMUHUCTPATUBHbIMM HacTporikamu u3 web-nHtepdoeiica.

3. XapakTepucTuka pyHKLNOHaANIbHOWN CTPYKTYpbI

MporpaMMHoe o6ecneyeHune nnatdopmbl "LieHTpanbHbiv MynbT" nMeeT oTKpbITbie API-
NHTepdencobl, KoTopble obecrneynBaroT MHOOPMaLMOHHYKO COBMECTUMOCTb CUCTEMbI U
BO3MOXHOCTb MHTErpauuu ¢ opyrumm aBToMaTMsnpoBaHHbIMU CUCTEMaMM.

3.1. NepeyeHb nogcuctem AC
Cuctema COCTOUT U3 CreAYoLWNX NOrMYECKUX MOACUCTEM:
1. Saymon-server.
MNMoacuctema obecrneymBaeT BbINOSIHEHNE CNEAYIOWNX QYHKLUMIA:

* MoJlyyeHue yBegoM/IeHU 06 onbKax nepegaym gaHHbIX;

* HaCTPOMKa M KOHTPOJIb AOCTyNa K 06beKTaM CUCTEMDI;

* KOHTPO/b LeSIOCTHOCTU AaHHbIX;

* ynpaBfieHune paboTomn ApYrux NOACUCTEM;

* pearmpoBaHue Ha BO3HWKHOBEHWE aBapUMHbIX CUTyauum,

* npeob6pa3oBaHme AaHHbIX B TpebyemMbln cuctemon popmar.

2. CYbA (MongoDB, OpenTSDB).
MNMoacuctema obecneymBaeT BbINOSIHEHWNE CNEAYIOWNX QYHKLMIA:

* XpaHeHue AaHHbIX;
* 3arpysKa NnoJslyYeHHbIX AaHHbIX B CUCTEMY;

* pesepBHOE KOMUPOBaHUE;

* BOCCTaHOBJIeHWe 6a3bl JaHHbIX Nocse c60eB;

* XXYpHaNnMpoBaHWe nepeaaHHon 1 NoJlydYeHHON MHbOPMaLUN OT cepBepa K KITMEHTY U
Hao6opoT.

3. Saymon-agent.
MNMopcuctema obecneymBaeT BbINOSIHEHWNE CNEAYIOWNX QYHKLMIA:

* cb6op MHdopMaLnn Ha BbIGPAHHOM 06BEKTE MOHUTOPUHTQ;
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OnuncaHvne aBTOMaTU3MPYeMbIX QYHKLMI

* aHanM3 noJsly4yeHHon nHdopmaumy;

* BbIMNOJIHEHME NONb30BaTENIbCKMX CKPUMTOB;

* OCYLLLeCTBJIEHNE KaK MacCUBHOrO, TaK U aKTUBHOIO MOHUTOPUHT;
* oTnpaBKa 06pabOoTaHHbIX faHHbIX CEpPBEpY.

4. KnueHt (Web, Android, I0S).
MopcucteMa o6ecrneynBaeT BbINOSHEHME Crieayowmx GYHKLiA:

* HacTpoKnKa yC/IOBUN MOHUTOPUHTa;

* co3faHune u Bbi6op 06BHEKTOB;

* HaCTpOMKa 06 bEKTOB MOHUTOPUHTa;

* ynpaeJfieHWe Nonb3oBaTensamMu;

* KacToMuzauus nHtepdenca;

* NPOCMOTP U N3MEHEHUNE TEKYLLMUX COCTOAHUN;

* MOCTpPOEHMe rpaduKos.

3.1.1. Noacuctema "Saymon-server"

Saymon-server — Ha6op NodeJS-np1MnoXXeHun, KoTopble B3auMMOAENCTBYIOT MeXAy CoO60i 1 co
BCEMU OCTasIbHbIMW KOMMNOHEHTaMM.

BbigenatoTca cneaytoline cocTaBnsaoLLme NoACUCTEMbI:

* Web-cepBep — 310 HTTP-cepBep, 06cny>XumBatowwmin 3anpocbl KnneHTa. OH oTAaéT
cTaTuyeckue anemMeHTbl web-uHTepdeica (HTML, JavaScript, CSS), a Take npokcupyeT
3anpochbl OT KnueHTa K REST-cepBepy. B kauecTBe web-cepBepa ncnosnbayetcs NGINX.

+ REST-cepBep — cepBepHbIt KOMMNOHEHT, obpabaTtbiBatowmin REST-3anpocsl oT JavaScript-
KOMMOHEHTOB Ha TOHKOM KineHTe. Yepes REST APl KNneHT nonyyaeT BCO MHOpMaLuto
06 MH(pPaCTPYKTYpe, a TaKXe NPOM3BOANT MaHUMYIALMKN C MHPpacTpykTypon. REST-
cepBep peanvsoBaH B Buge otaenoHoro NodeJS-npunoxxeHus.

+ CepBep AaHHbIX — MPOU3BOAUT aHanNM3 gaHHblX, NOCTYNMUBLUNX OT areHToB. B 4yacTHOCTH
yrnpaBAsieT NIOrMKoN CMeHbl COCTOSIHUI y 06beKTOB U cBA3ein. CepBep AaHHbIX peann3oBaH
B Buge otaenbHoro NodeJS-npmnoxxeHus.

* Kaw B namatu (In-Memory kaw) — NoSQL-xpaHunuLie AaHHbIX TUMa "KNoY-3HayeHne".
XpaHuT 6a3y AaHHbIX B OrepaTMBHON NamMaTK, 6narogapsa YeMy BO3MOXEH 6bICTPbIN
[AOCTYN K fJaHHbIM 1 ux 6bicTpas o6paboTka. B kauecTBe In-Memory Kawa ncnonbsyercs
Redis.

3.1.2. Noacucrema "CYbA"

CYB/], — noacucrtema, KOTOpad oTBeYaeT 3a XpaHeHne U nepepavy gaHHbixX Mexagy ydaCtTHUMKamMu
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OnuncaHvne aBTOMaTU3MPYeMbIX QYHKLMI

obMeHa.
CYb-nnatdopMbl BKIOYAET B cebs ABA KOMMOHEHTA:

+ MongoDB — cuctema ynpaeneHus 6a3amu gaHHbIx, knaccudbuuympoBaHHas kak NoSQL;

+ OpenTSDB — 6a3a gaHHbIX BpeMeHHbIx psgos (Time series).

CYB/[, nmeeT API-unTepdenc, KoTopbi NO3BONSET 3arpy)aTb AaHHble HAaNPSAMYHO, He
AOXunaasiCb oTBeTa OT cepBepa.

3.1.3. MoacucTtema "Saymon-agent"

Saymon-agent — KOMMOHEHT CUCTEeMbI, CO6MpPalOLLMIA IaHHbIE O HAaBbNAAaEMOM Yy3/ie U
PacrosioXXeHHbIX Ha HEM 06beKTaxX, a TaKXXe CBA3AX JlaHHOro yana.

[aHHble, cobpaHHble areHTOM, NepnoamMYeckn oTnpaBnatoTca B In-Memory Kaw 1 3atem
aHanusunpyroTca cepeepoM. AreHT peanuMsoBaH B Buae Java-npuioxeHus.

Mogcuncrtema nossonser OCYLWECTBJIATb KaK aKTUBHbIN, TaK N NACCUBHbIN MOHUTOPWHT.

3.1.4. Noacucrtema "Knuent"
KnneHT — OCHOBHOW MHCTPYMEHT KOHEYHOr O NoJsib30BaTess.
MopcucTtema "KnmeHT" MOXET 6bITb NpeacTaBeHa AByMst CNOCO6amMMu:

* yepes 6paysep Google Chrome Bepcuun He Huxe 58.0;

CTabusibHOCTb paboTbl KIIMEHTa CUCTEMbI B b6pay3epax SHAeKc, Safari,

WARNING :
Opera, FireFox He rapaHTupyeTcH.

* yepes MobunbHoe npunoxenue ans Android nnu iOS.

3.2. TpeboBaHUA K BpeMEHHOMY periaMeHTy U XxapaKTepucTUKam

TpeboBaHUsI K BpEMEHHOMY periamMeHTy U xapaKTepucTukam npoLecca peannsaunm
aBTOMAaTU3NPOBaHHbIX PYHKLUMI COOTBETCTBYET 06LUM TPE60BAHUAM K aBTOMAaTU3MPOBaHHOM
CUCTEME, U3JTOXKEHHBIM HUXKE.

MNpw NpoeKTMPOBaHMM N pa3paboTKe NOACUCTEM YUNTbIBANIUCh CrieayoLine obme TpeboBaHus:
* paboTa c NporpaMMHbIM 06ecrnedyeHneM AOKHA OCYLLECTBATLCA NONb30BaTENSAMU U

aaMUHUCTpaToOpaMun CUCTEMDI,

* 0OCTYN K QYHKUMOHAaNy AO/MKEH OCYLLECTBAATLCA B COOTBETCTBUM C BblAE€NIEHHBIMM
npaBamMu 1 ypoBHEM A0CTyNa Nosib3oBaTenew;

* npoucxoaawine cobbITuA OOJDKHbI CI)VIKCVIpOBaTbCﬂ B CUCTEMHOM XYypHaJie C yKa3aHneEM
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OnuncaHvne aBTOMaTU3MPYeMbIX QYHKLMI

Tna coobbITUR, BpeMeHUu ero BbinoJIHEHNA N UMEHU y‘-léTHOI7I 3arnncum noJsib3oBaTend,
MHMUMnpoBaBLLEro ero.

TeOpeTVI‘-IeCKaFl Harpyska, ydmTbiBaBLIaACA Npun NnpoeKTupoBaHnn NnporpaMMHoOro obecrneyeHus:

TecTtupyembin npouecc | [okasatenb CpepHssa BennyYmHa
SNMP-Tpanbli MakcumanbHas nponyckHasa cnoCobHOCTb 12 300

areHTa coobLLeHns/c

MakcumanbHasi nponyckHas Coco6HOCTb 3 800

cepBepa coobLeHusi/c

3apepxxka 12 mc
3anucb npueawmnx MakcuMarnbHas NponyckHass CNoCOH6HOCTb 45 000 cobbiTus/c
AaHHbIX

3agepxkka 1 McC
YBegomneHusa o MakcumarnbHas nponyckHasa CnoCob6HOCTb 2 150 cobbiTus/c
JaHHbIX AaTYNKOB Ha
yOanéHHbIN areHt 3apepxka 12 mc
UcTopuyeckune MponyckHasa cnoco6HOCTb 50 000 meTpuku/c
AaHHble

CKOpOCTb OTO6paXkeHust flaHHbIX 83 000 meTpukun/c

CpeaHee BpeMsa OTK/IMKa Npu 3anucu gaHHbix | 201 Mc

CpefHee BpeMsi OTKIMKA NpU 0ToO6paXKeHnn 2 MC
AaHHbIX
Pasmep 3anucu 6 6anT

O6BEM UCTOPMYECKMX AaHHbIX 3a OAUH roa no | 3 Mbéant
04HOW MeTpuke

O6BbEM MCNOSIb30BAHHOM NaMATK areHTa 55 Méant
CKOpoCTb 0TO6paXkeHUst flaHHbIX 700 3anpocbl/c
CpeaHee BpeMs OTK/IMNKA 2 MC

4. TunoBble pelLueHusa

B npouecce pa3pa60TKM CUCTEMbI ObISIN UCMONIb30BaHbI cnepyrouime TunoBble peleHna:
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OnuncaHvne aBTOMaTU3MPYeMbIX QYHKLMI

* MCNOJSIb30BaHUe apxnTekTypbl "KnneHT-CepBep-AreHT" AN NOCTPOEHUS CUCTEMDbI
MOHUTOPWVHIa;

* ucnonbaoBaHue apxutekTypbl MVC (Model-View-Controller) gns noctpoexua Web-
NPUIOXEHNS;

* ucnonbsosaHue JSON-popmaTa Ans nepefaym AaHHbIX MEXAY KIIMEHTOM, CEPBEPOM U
areHToMm;

* Ucnosb3oBaHue WabsioHa NpoekTupoBaHns Message Bus ans o6MeHa CoobLLEHUSMU
MeXly MOAYyNAMU cepBepa.
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